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 Cloud computing offers a new way to deliver services by rearranging resources over the Internet 

and providing them to users on demand. It plays an important role in supporting data storage, 

processing, and management in the Internet of Things (IoT). Various cloud service providers 

(CSPs) offer huge volumes of storage to maintain and manage IoT data, which can include 

videos, photos, and personal health records. These CSPs provide desirable service properties, 

such as scalability, elasticity, fault tolerance, and pay per use. Thus, cloud computing has 

become a promising service paradigm to support IoT applications and IoT system deployment. 

To ensure data privacy, existing research proposes to outsource only encrypted data to CSPs. 

However, the same or different users could save duplicated data under different encryption 

schemes at the cloud. Although cloud storage space is huge, this kind of duplication wastes 

networking resources, consumes excess power, and complicates data management. Thus, saving 

storage is becoming a crucial task for CSPs. Deduplication can achieve high space and cost 

savings, reducing up to 90 to 95 percent of storage needs for backup applications 

(http://opendedup.org) and up to 68 percent in standard file systems.1 Obviously, the savings, 

which can be passed back directly or indirectly to cloud users, are significant to the economics of 

cloud business. At the same time, data owners want CSPs to protect their personal data from 

unauthorized access. CSPs should therefore perform access control based on the data owner’s 

expectations. In addition, data owners want to control not only data access but also its storage 

and usage. From a flexibility viewpoint, data deduplication should cooperate with data access 

control mechanisms. That is, the same data, although in an encrypted form, is only saved once at 

the cloud but can be accessed by different users based on the data owners’ policies. 


